I. INTRODUCTION
There is a revolution going on in criminal activity. It creates major problems for law enforcement in almost every part of the world-problems that have rarely been as systemic and pervasive.
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1. U.S. Attorney General Janet Reno, Keynote Address to the Meeting of the G-8 Senior Experts' Group on Transnational Organized Crime, Chantilly, VA (Jan. 21, 1997) (transcript available at <http://www.usdoj.gov/criminal/cybercrime/agfranc.htm>) [hereinafter Reno, Chantilly Keynote Address]. The G-8 is an international multilateral group consisting of Canada, France, Germany, Italy, Japan, Russia, the United Kingdom, and the United States. During the 1990s, there were different names for this group, such as "G-7 plus Russia," "P-8," "The Eight," and "G-8," but all of the different monikers refer to the same group of countries. Use throughout this Article of different G-8 names is for accurate referral to source materials and is not intended to confer any other meaning. The genesis, mandate, and current work of the G-8 are discussed at length, infra, at Section IV(C). some mechanisms for international cooperation can slow or derail many more investigations than ever before. 2 Because everything from banks to phone systems to air traffic control to our military relies so heavily on networked computers, few individuals and institutions are impervious to this new and threatening criminal activity. 3 Take the case of a criminal sitting in Russia who routes a communication through Sweden and Italy before hacking into a bank in New York. The Federal Bureau of Investigation (FBI) may not be able to solve the crime without the immediate help of Russian, Swedish, and Italian authorities. And the immediacy is critical because a criminal's trail often ends as soon as he disconnects from the Internet. To make matters worse, technical solutions, laws and legal processes, and cooperation among governments and with industry are far behind where they need to be for law enforcement to stay a step ahead of the bad guys. Finally, not enough people realize this threat exists on the scale it does. Commenting recently about the public's awareness of the threat to our nation's computers from invisible attacks, Richard Clarke, the current White House "terrorism czar" said: [ . "This Nation depends on the stable, consistent operation of our critical infrastructures for our way of life, our well-being and our security. These include: telecommunications, energy, banking and finance, water systems, and emergency services, both government and private . . . . And the infrastructures are more interdependent than in the past, with the result that debilitation or destruction of one could have cascading, destructive effects on others." go out, the phones don't ring, the trains don't move. That's what we mean by an electronic Pearl Harbor. 4 At the dawn of the new millennium, at least some modern-day Paul Reveres are raising the alarm. A growing number of law enforcement officials in the United States and abroad are increasing awareness and calling for enhancement of high-tech crime-fighting abilities. 5 Likewise, the international community is beginning to take important action to address this threat to public safety. 6 But in many ways we are just scratching the surface; the long road ahead is going to require leadership, innovation, and persistence. This Article will, first, examine the specific challenges posed by criminals who use computers and networked communications to ply their craft; second, discuss what needs to be done to effectively combat high-tech crime; and third, examine what steps are currently being taken in this area by some of the major multilateral organizations, such as the Council of Europe, the European Union, and the G-8. I will offer my assessment of the work being performed by international groups, and will draw specific attention to areas where efforts are inefficient or non-existent.
II. THE CHALLENGES
Imagine this scene out of tomorrow's headlines: A hacker, going on-line through the Internet, breaks into computers that the Federal Aviation Administration (FAA) uses for air traffic control. He dis- [C]ommercial organisations may find it ever more problematic securely to maintain their business transactions, and . . . criminals and criminal enterprises may find an increasing number of opportunities to manipulate systems to their advantage . . . By virtue of the interconnectivity of computer systems in both the private and the public sectors, there is also the growing danger that a criminal attack on one part of a system could lead to the failure of the rest. Moreover, the perpetrator can now just as easily be a 15 year old 'surfer' in Wigan-tomorrow's cyberwarrior-as a professional gang of 50 year old fraudsters in Wisconsin. We must prevent such people from making these attacks. Id. at 7. (The Minister of State for the Home Office in the United Kingdom is equivalent in rank to the Deputy Attorney General of the United States.)
6. See infra Section IV (discussing work in this area being done by international multilateral organizations). rupts a regional air traffic network, and the disruption causes the crash of a DC-10 in the Rocky Mountains, killing all aboard. The FAA and the FBI know there has been a hacker intrusion, originating through the Internet, but nothing else. Since anyone can access the Internet from anywhere in the world, the FBI has no idea where the hacker may be located. Moreover, they do not know the motive of the attack or the identity of the attackers. Is it a terrorist group, targeting the United States and likely to strike again at any time, or is it a fourteen-year-old hacker whose prank has spun tragically out of control?
Let us follow this scenario a bit further. Within thirty minutes of the plane crash, the FBI tracks the source of the attack to an Internet Service Provider (ISP) in Germany. Assuming the worst, another attack could occur at any time, and hundreds of planes in flight over the United States are at risk. The next investigative step is to determine whether the ISP in Germany is a mere conduit, or whether the attack actually originated with a subscriber to that service. In either case, the FBI needs the assistance of the German ISP to help identify the source of the attack, but it is now 3:00 a.m. in Germany.
Does the FBI dare wait until morning in Europe to seek formal legal assistance from Germany or permission from the German government to continue its investigation within their borders? Does the Department of Justice authorize the FBI's computer experts to conduct a search, without German consent, on the German ISP from their terminals in Washington? Does the FBI agent need a U.S. court order to access private information overseas? What would be the reach of such an order? If the FBI agent plows forward and accesses information from computers in Germany, will the German government be sympathetic to the U.S. plight, will the violation of German sovereignty be condemned, or both? What are the diplomatic and foreign policy implications of the United States remotely (and without advance notice) conducting a search that may intrude into German sovereignty? The legal and policy implications of possible "transborder searches," such as the one contemplated in this scenario, are quickly becoming a concern for law enforcement agencies around the globe as they grapple with new challenges posed by networked communica-tions and new technologies. 7 Traditional investigative proceduresand particularly the often cumbersome procedures that govern investigations at the international level-may not be adequate to meet the need in computer crime cases for immediate law enforcement action reaching beyond national borders. 8 The globalization of criminal activity has created vexing problems that, in some cases, defy simple solutions.
9
Before we explore some of the challenges that new high-tech and computer-related crimes pose, it is important to describe the three ways that criminals use computers.
10 First, a criminal may target or attack a computer or a system controlled by a computer (e.g., hackers disrupting local phone service). Second, a criminal may use a computer to commit a "traditional" crime such as fraud or theft (e.g., promoting bogus investments on a Web page). Third, a criminal may use a computer in a way that is incidental to the offense, but where the computer nonetheless contains evidence of a crime (e.g., drug dealers using personal computers to store records of drug sales and "clients").
11
The first two kinds of criminal activity can be carried out remotely, and often from great distances. Likewise, evidence of a crime can be stored at a remote location, either for the purpose of concealing the crime from law enforcement and others, or simply because of the design of the network. "Hackers are not hampered by the existence of international boundaries, since information and property can be transmitted covertly via telephone and data networks. A hacker needs no passport and passes no checkpoints. He simply types a command to gain entry."
12 This element of remoteness takes the investigation and prosecution of these crimes out of the exclusive purview of any single nation, thereby creating challenges and obstacles to crime-solving. 13 7. The topic of transborder search and seizure, under which these issues fall, is discussed infra Section III(D)(2).
8. KREMLIN (1988) is now churning out such titles as RUTHLESS.COM (1998) (co-authored with Martin Greenberg), and NET FORCE (1999) (co-authored with Steve Pieczenik).
17. "Malicious programming code" is code that is designed to cause unauthorized damage to computer systems. fiction writers.
18 Today, such crimes are becoming the daily workload for some investigators and prosecutors. 19 A computer server running a Web page designed to defraud senior citizens might be located in the Seychelle Islands, and victims of the scam could be scattered throughout twenty-five different countries. Or an extortionist may commit blackmail by sending e-mails that run through the communications networks of five countries before reaching the intended recipient.
As we approach the 21st Century, the irrelevance of borders is making some old crime-solving paradigms and practices obsolete. The power of networks and Pentium-driven PCs makes every computer a potential tool for criminals and gives them the ability to reach across borders with great stealth-and then hang up the phone to disappear without a trace. 20 The globalization of criminal activity and the anonymity with which criminals can cross electronic "borders" is a real problem, with a potential to affect every country, every law enforcement officer, every citizen. So what are we to do?
III. WHAT NEEDS TO BE DONE
On December 9-10, 1997, U.S. Attorney General Janet Reno held the first-ever meeting of her counterparts from the G-8 countries (Canada, France, Germany, Italy, Japan, Russia, and the United Kingdom), with the focus on high-tech and computer-related crime.
21
That the first meeting ever held among the senior law-enforcement officials of the eight countries was centered on computer crime un-18. See, e.g., WILLIAM GIBSON, NEUROMANCER (1984) (describing futuristic hackers who remotely penetrate corporate security systems using intelligent viruses). Four years after Neuromancer was published, in 1988, a Cornell University student named Robert Morris developed a program known as a "worm," which he designed to attack computers through the Internet. A worm is a self-contained computer program (unlike a "virus," which must attach itself to other programs) that duplicates itself and then attempts to penetrate computer systems and cause damage. After Morris's worm penetrated the target computer, it would consume the computer's available memory, resulting in the shutdown of the computer. 26 These treaties are either "list treaties," containing a list of offenses for which extradition is available, or they require dual criminality (i.e., require that the conduct under investigation is a crime in both the requesting and requested countries and is punishable by at least one year in prison). 27 With regard to treaties for international legal assistance such as those involving the issuance of subpoenas, interviewing of witnesses, or production of documents, some treaties permit assistance as long as the conduct under investigation is a crime in the requesting state. The United States strongly favors this approach.
28
Other treaties permit assistance only if dual criminality exits and if the offense is extraditable. 29 Therefore, if one country does not criminalize computer misuse (or provide for sufficient punishment), extradition and the collection of certain evidence may be prohibited. Consider the following two examples. In 1992, hackers from Switzerland attacked the San Diego Supercomputer Center. 30 The United States sought help from the Swiss, but the investigation was stymied due to lack of dual criminality, (i.e., the two nations did not have similar laws banning the conduct), which became an impediment to official cooperation. Eventually, local police in Zurich did render informal assistance, and they prepared a list of questions for U.S. authorities to answer, transmitted through official channels, so the case could be properly pursued. After the United States answered those questions, but before follow-up questions could be answered through official channels, the hacking stopped, the trail went cold, and the case had to be closed.
31
Several years later a similar problem arose, when the United States found itself unable to reach a criminal in order to bring him to justice. From August 1995 until February 1996, the Naval Criminal Investigative Service and the FBI investigated a hacker who was stealing password files and altering log files in military, university, and other private computer systems.
32
Many of these systems contained sensitive research on satellites, radiation, and energy-related engineering.
33 U.S. authorities tracked the hacker to Argentina and notified a local Argentine telecommunications carrier. 34 The carrier contacted local law enforcement, which began its own investigation. Subsequently, an Argentine judge authorized the search of the hacker's apartment and the seizure of his computer equipment based on potential violations of Argentine law. 35 Unfortunately, the treaty between Argentina and the United States did not authorize the extradition of individuals for "computer crimes" (although it does for more traditional crimes). The U.S. Attorney's Office in Boston charged the perpetrator with several criminal violations, but it was unclear whether or not the case would ever be resolved due to the 30 absence of uniformity between U.S. and Argentine laws.
36
Fortunately, the hacker agreed to a plea bargain wherein he waived extradition and agreed to plead guilty in the United States.
37
These cases demonstrate how inadequate laws can allow criminals to go unpunished in one country, while they thwart the efforts of other countries to vindicate the rights of the state and protect its citizens. While the United States has amended its criminal code to specifically penalize a wide variety of computer crimes, 38 other countries have been slower to do so. 39 At a meeting of senior law enforcement officials from the G-8 countries in January 1997, Attorney General Reno stated: 104-294 (1996) . The law contains eleven separate provisions designed to protect the confidentiality, integrity, and availability of data and systems. For example, section 1030(a)(2) makes it a crime to access a computer without or in excess of authority and obtain (1) financial information from a financial institution or credit reporting company; (2) 39. For example, while unauthorized access to a computer, without further action, is a criminal offense in such countries as France, Canada and the United States, it currently is not a criminal offense in Russia or Japan. See Charney, supra note 23 (as chair of the G-8 Subgroup on High-tech Crime, Mr. Charney is compiling the results of a survey completed by G-8 law enforcement officials on those countries' legal systems with respect to computer crime).
[U]ntil recently, computer crime has not received the emphasis that other international crimes have engendered. Even now, not all affected nations recognize the threat it poses to public safety or the need for international cooperation to effectively respond to the problem. Consequently, many countries have weak laws, or no laws, against computer hacking-a major obstacle to solving and to prosecuting computer crimes. 40 The solution to this problem is simple to state: "[countries] need to reach a consensus as to which computer and technology-related activities should be criminalized, and then commit to taking appropriate domestic actions." 41 But it is not as easy to implement. An international "consensus" concerning the activities that universally should be criminalized may take time to develop. Meanwhile, individual countries that lack this kind of legislation will each have to pass new laws, an often cumbersome and time-consuming process. In the United States, for example, action by both the Congress and the President is required for new legislation.
B. Needed: Personnel and Resources to Combat High-tech Crime
In 1986, an astronomer-turned-systems-manager at the University of California at Berkeley found a seventy-five cent accounting error in the computer's billing program, which led to the discovery that an unauthorized user had penetrated Berkeley's computer system.
42
When the astronomer, Clifford Stoll, began to investigate further, he discovered a hacker identified as "Hunter" was using Berkeley's computer system as a conduit to break into U.S. government systems and steal sensitive military information.
43
The hacker's objective seemed to be to spy on the United States' "Star Wars" missile defense program.
Stoll encountered serious problems as he began to pursue the hacker. To begin with, Stoll was unable to find computer literate law enforcement personnel with an appreciation of the technical nature of the criminal activity. He also found that the legal processes required to locate and identify the hacker while he or she was online and thereby traceable were inadequate. When local police finally issued a California order to trace a phone call, the trail led to Virginia where the order had no force. When the call was finally traced to Germany, the German telecommunications carrier could not quickly ascertain the source of the attacks because the trace had to be accomplished through mechanical switches. As Stoll and those assisting him moved backwards through the labyrinth of telecommunications to its source, they found a dearth of law enforcement personnel with technical expertise who could help. 46 Stoll's "investigation" brought to light a number of interdependent "personnel" and "resource" requirements that, unless fulfilled, will impede the success of law enforcement in this burgeoning area. It is critical that the requirements summarized below are met at the international level to eliminate weak links in the chain of an investigation.
1. Experts Dedicated to High-tech Crime. The complex technical and legal issues raised by computer-related crime require that each country have individuals who are dedicated to high-tech crime. These individuals are needed to support domestic law enforcement authorities faced with high-tech issues, and they will be the first point of contact for their international counterparts. 47 45. Until government investigators learned of the potential threat to national security, they had no interest in pursuing a case which appeared to have damages valued at less than $1.00. See id. (describing how the FBI in Montgomery, Alabama would investigate a computer crime only after a million dollars was at stake); see also Goodman, supra note 20 (discussing law enforcement disinterest in pursuing computer crimes).
46. See generally STOLL, supra note 42. Since Hunter's trail evaporated each time he ended a communication, Stoll had to resort to generating phony official-looking data to keep the hacker interested and online long enough for the trace to be completed. Eventually, the source of the attacks was identified, and the hacker was prosecuted in Germany. Ironically, one of the reasons the investigation was successful is because Stoll worked directly with telephone company personnel, who in turn worked with other telecommunications providers, instead of working with the government. See id. at 53, 225.
47. See Reno, Chantilly Keynote Address, supra note 1 ("[We must ensure] that law enforcement personnel are capable of addressing high-tech crime by understanding two emerging and converging technologies simultaneously: computers and telecommunications. The complexity of these technologies, and their constant and rapid change, suggest that countries need to designate investigators and prosecutors to . . . work these cases on a full-time basis, immersing themselves in computer-related investigations and prosecutions."); Reno, supra note 21 ("Countries must also ensure that a sufficient number of technically-literate, appropriatelyequipped personnel are available to address high-tech crimes.").
Experts Available on a Twenty-Four Hour Basis.
A unique feature of high-tech and computer-related crime is that it requires immediate action to locate and identify perpetrators. Due to a general lack of historical communications data, the trail of a criminal may be impossible to trace once a communication link is terminated. This lack of data is due, in part, to the fact that businesses no longer bill their customers by individual telephone call or Internet connection but, instead, by bulk billing (e.g., a single rate for one month of usage). 48 When bulk billing is employed, there is no longer a business need to record the transmission information (i.e., connection times or source and destination) for individual connections; therefore, traffic data may not be available at a later date. Thus, investigators and prosecutors with expertise in this field must be available twenty-four hours a day, at home and by pager, so that appropriate steps can be taken in a fast-breaking high-tech case.
3. Continuous Training. Because of the phenomenal rate at which computer technologies evolve, and because high-tech criminal techniques and capabilities change more rapidly than those in more traditional areas of criminal activity, experts must receive continuous training in the investigation and prosecution of high-tech cases. In addition to domestic training, countries should participate in coordinated training with other countries, so transnational cases can be pursued quickly and seamlessly. To keep pace with computer criminals, law enforcement experts in this field must be properly equipped with the latest hardware and software. There was a time when police needed little more than a gun, handcuffs, flashlight, and a notepad. Today, providing them with proper equipment may prove to be one of the more difficult challenges, because the cost of purchasing sophisticated equipment and software to keep pace with 48 To get approval to hire and/or allocate dedicated personnel, to commit time and money to training, and to find millions of dollars for frequent purchases and upgrades of equipment and software, senior policy-makers-often acting under tight budget constraints-must become directly involved and provide strong leadership. In fact, to ensure that high-tech issues receive appropriate attention, the support of officials at the level of Attorney General, or Justice or Interior Minister may be required.
C. Needed: Improved Abilities to Locate and Identify Criminals
When a hacker disrupts the telephone network of a Baby Bell, when the White House receives an e-mail threatening the President, or when the files of a Fortune 500 company are stolen via the Internet, a primary investigative requirement is to locate the source of the attack. To do so requires tracing the "electronic trail" from the victim back to the attacker. As we enter the new millennium, law enforcement personnel chasing a hacker's trail face a landscape dramatically different from the recent pre-Internet era.
In today's communications environment, as a result of corporate divestiture, a single carrier usually does not carry a communication from end-to-end. The days when the police worked alone with "Ma Bell" to solve a crime are over. A hacker's transmission may pass from his or her computer to a local phone company, to an ISP, to a long-distance telephone carrier, to a university computer, across an ocean via satellite, on its way to a foreign corporate victim. 
Because tracing the trail from victim back to attacker may be possible only when the hacker is actually on line (since transmission information is often not recorded and retained), law enforcement officials must work at lightning-fast speed. However, the traditional international legal assistance regime often cannot accommodate requests for assistance that occur during a cyber-attack because responses cannot be handled in real-time. 54 Inefficient and overly bureaucratic instruments for mutual legal assistance need to give way to more practical approaches.
A further set of complications arises with each individual carrier approached by law enforcement. First, in order to be able to assist law enforcement officials, the technical infrastructure (i.e., the communications network and the computers and software that run it) needs to have been designed and configured to generate and preserve 53. Locating and identifying a criminal who is using an array of carriers becomes much more challenging when wireless communications are used. Previously, when a telephone was used in a crime, a telephone line physically connected the perpetrator to a specific location. If the call could be traced, police knew exactly where the call originated. At the same time, law enforcement could find out the name of the person who was being billed for the phone line, although that person may not, of course, have been actually using the phone at the time of the offense.
But today, mobile phones allow an individual to commit crimes while roaming around the globe. In certain cases, sophisticated technologies can permit law enforcement to identify the general area where a wireless call is coming from, but such information may not be specific enough to allow an arrest to be made. Even then, however, identifying the owner of a particular mobile phone can be difficult, because mobile phones can be altered to transmit phony identifying information. Moreover, as mobile phones become less expensive, criminals can use them as "disposable phones," so that evidence linking the perpetrator to the communication is destroyed immediately after the commission of the crime.
54. See generally STOLL, supra note 42.
critical traffic data, such as the information relating to the source and destination of a cyber-attack. 55 In certain instances, technologies to generate and preserve this data simply do not exist. Second, assuming the particular piece of the technical infrastructure is capable of generating and preserving needed data, carriers must in fact actually collect and retain such records. 56 Examples of current industry practices that leave carriers without critical data include offering free anonymous e-mail accounts where subscriber information is not requested or verified; implementing dynamic addressing systems at ISPs (i.e., Internet addresses for computers are re-assigned with each new connection); and deciding against generating or maintaining records for local telephone calls. Third, law enforcement must be allowed timely access to this information by the carrier. Accordingly, listed below are the steps that need to be taken so that law enforcement can navigate through the contours of this dynamic environment to find computer criminals.
1. Technical Standards Must Promote Public Safety. Countries need to reach a consensus as to the technical requirements and industry standards in hardware, software, Internet protocols, and related technologies that are most critical to law enforcement needs. Thereafter, countries must develop a process for encouraging technical specifications that promote public safety.
2. Critical Traffic Data Must be Preserved. Countries should ensure that telecommunications carriers and ISPs routinely store 55. The use by many ISPs of "modem banks" or "hunt groups," to address increasing demand for Internet access is an example of a network design that can obfuscate critical traffic data. Where a modem bank is used, an ISP may have hundreds (or thousands) of phone lines, but the ISP gives its customers just one access number (e.g., 555-1234). The ISP's network is configured to automatically route each incoming call to the "next" available line, but without linking a customer with a specific incoming line, it may be impossible to tell through which phone line a cyber-attack is transmitted.
56. In some countries, telecommunications carriers and ISPs are required by law to routinely retain data that later may be critical to a criminal investigation; in other countries, such retention is prohibited. And in the third case, a country's laws may be silent on this topic, leaving companies to weigh public safety concerns, privacy interests, and market forces in developing their practices. Of particular concern to U.S. law enforcement are the EU's 1995 and 1997 directives concerning the processing of personal data, which will require deletion of traffic data. access logs and other key traffic data for certain minimum periods of time (e.g., ninety days). Countries also need to adopt legal processes that allow law enforcement to request that a carrier or ISP retain specific traffic data for longer periods of time, should that data be needed for a criminal investigation. 57 3. Information Must Be Shared Quickly. When a communication travels through several carriers, law enforcement must obtain court orders in each successive jurisdiction through which a signal passes in order to trace the communication to its source. 58 If
60
When information is sought from carriers in different countries, applications to obtain critical information currently need to be made separately in each country; the resulting delay can debilitate investigators in hot pursuit. Unfortunately, innovative solutions for expediting international cooperation have not yet been developed. We should consider whether traditional means of legal assistance (i.e., requests under mutual legal assistance treaties and use of letters rogatory) need to be supplemented with procedures that will facilitate the immediate sharing of traffic data, or whether other avenues should be explored. 61 57. See infra note 67. See, e.g., 18 U.S.C. 2703(f) (requiring a telecommunications carrier or ISP to retain data for up to 180 days at the request of law enforcement). As law-making bodies take up the issue of data protection and other restrictions on the collection and storage of communications data, law enforcement agencies must work to ensure that new data protection policies do not create safe havens for computer criminals, but instead balance privacy concerns with public safety needs.
58. See generally STOLL, supra note 42; 18 U.S.C.S. § 3121 (Supp. 1989) ("trap and trace" statute).
59. Statement of Attorney General Janet Reno before the United States Senate Committee on Appropriations, Subcommittee on Commerce, Justice, State, and the Judiciary, available in 1999 WL 8084451 (Feb. 4, 1999) .
60. In Senate testimony, Attorney General Reno discussed a High-Technology Crime Bill being considered by the Department of Justice that would address "several technical and procedural infirmities that inhibit effective investigation and prosecution of cybercrime." One amendment to existing statutes would "allow federal judges to direct cooperation among successive communications providers that carry a particular communication." Id.
61. See Reno, Chantilly Keynote Address, supra note 1.
4. Government/Industry Cooperation is Imperative. There is broad international consensus that cooperation with industry is integral, and indeed critical, to investigating high-tech crime and thereby protecting public safety. 62 Governments should recognize that the needs of law enforcement may place burdens on industry and thus take reasonable steps to minimize such burdens. 63 At the same time, industry ought to consider the safety of the public when responding to the needs of the market. Cooperation can be enhanced in two ways. First, by establishing investigative points-of-contact with critical communications carriers. Second, by standardizing procedures by which investigators seek assistance from industry. Above all, governments must foster an operational relationship with industry based on trust.
D. Needed: Effective Means for Obtaining Evidence Internationally
Even if all countries have adequate computer crime laws, possess dedicated, well-trained and well-equipped experts who are available twenty-four hours a day, and have the ability to locate and identify criminals who use networked communications, there remains a significant hurdle to overcome. How does law enforcement collect electronic evidence that may be scattered across several different countries, can be deleted or altered with one click of a mouse, may be encrypted, and will ultimately need to be authenticated in another country's court? Again, these are areas where the challenges have been recognized but solutions either may not be apparent or may be difficult to implement.
Protected Seizures or "Quick Freeze/Quick Thaw."
One characteristic of electronic evidence is that it can be altered, transferred or destroyed almost instantaneously, and from remote 62. See Reno, supra note 21. At their meeting in December 1997, Attorney General Reno and the G-8 Justice and Interior Ministers affirmed their commitment to broad cooperation with industry:
The development of effective solutions will also require unprecedented cooperation between government and industry. It is the industrial sector that is designing, deploying and maintaining these global networks and is primarily responsible for the development of technical standards. Thus, it is incumbent on the industrial sector to play its part in developing and distributing secure systems that, when accompanied by adherence to good computer and personnel security practices, serve to prevent computer abuse. Such systems should also be designed to help detect computer abuse, preserve electronic evidence, and assist in ascertaining the location and identity of criminals. locations, often with little more than a single keystroke. 65 These changes to evidence may result from a criminal trying to cover his tracks, or a system administrator routinely clearing old e-mails or other data from a company's servers. Whatever the case, critical evidence can be lost-long before an international request for assistance is ever transmitted. Traditional methods of obtaining evidence from foreign governments can include lengthy delays, as foreign legal processes, translations, and diplomacy slowly proceed. 66 Old modalities may not always be practical when considering new technologies.
Therefore, when electronic evidence is sought, there may be a need for mechanisms such as a "preservation of evidence request" or "protected seizure," which would work as follows. Where there is a particularized concern about the loss of electronic evidence, a country would make an informal international request that the data immediately be preserved. This could be accomplished in a number of ways, from having a telecommunications carrier or ISP copy and store a customer's data, to actually seizing a criminal's computer and securing, but not searching, it for a short period of time. 67 Once data is protected from loss, expedited processes would provide the foreign country with formal documentation to authorize the issuance of a domestic search warrant or similar process. Since paper documents must be within close proximity to be of use, they are usually located 65 . See, e.g., STOLL, supra note 42; Kettle & Bowcott, supra note 49. 66. In addition, immediately after a system intrusion, law enforcement authorities may be certain that a crime has occurred and may have identified a potential source, but they may be days away from providing the particularized information usually required by a foreign government before assistance can be granted. It is in that window, between the detection of the crime and formal request, that there is a great risk of deletion, alteration or destruction of evidence. See generally STOLL, supra note 42.
67. The U.S. Code provides for a form of "preservation of evidence request." A telecommunications carrier or ISP is required, "at the request of a governmental entity, [to] take all necessary steps to preserve records and other evidence in its possession pending the issuance of a court order or other process." 18 U.S.C. § 2703(f)(1) (1994). The government can have these records retained for up to 180 days. 18 U.S.C. § 2703(f)(2). This is an important example of how legal processes can be modernized to account for advances in communications and related technologies; implementation of this process on an international level would greatly enhance existing modalities of international legal assistance. See infra note 135, Principle V, Action Item 4-6, 8.
68. See Reno, Chantilly Keynote Address, supra note 1. 69. The following discussion on transborder search and seizure is based on the substantial work of Scott Charney, Chief, Computer Crime and Intellectual Property Section, U.S. Department of Justice. Telephone Interviews with Scott Charney, Chief, Computer Crime and in the same country as the person being investigated. By contrast, electronic documents are often stored remotely on computers, sometimes thousands of miles away from their author. This may be done because of the structure of a particular business (where data is maintained at company headquarters) or the architecture of the network. 70 At other times, data may be purposely stored in another country to keep it beyond the reach of law enforcement.
A transborder search occurs when a law enforcement agent in his or her own country accesses a computer in another country to obtain electronic evidence, perhaps in furtherance of the execution of a domestic warrant. For example, in the hypothetical discussed in Section II (where a hacker had broken into FAA computers), U.S. investigators would likely have conducted a transborder search due to exigent circumstances (i.e., the possibility of imminent death or serious injury to air travelers). Also, a law enforcement agent can unknowingly conduct a transborder search, when he is not aware that his search has led him across a border. If an investigator searches the computer of a domestic corporation, it may be difficult to know where data accessed through that domestic terminal is actually stored. One site may have a link to another site, and the investigator may not know his communication was routed from a server in Dallas to one in Toronto. Because searches made under exigent circumstances (including those where it is believed evidence will be destroyed if not seized) and inadvertent searches across borders are likely to occur, it may be wise for countries to consider developing rules and/or guidelines to govern a transborder search (e.g., regarding notice to the searched country).
Governments have three potential solutions at this juncture. First, governments could decide to forego the development of principles, allowing each country to decide for itself whether transborder searches constitute an acceptable law enforcement practice. 70. For example, while America Online provides service in the United States, Europe and Asia, all of its data is stored on its computers in Reston, Virginia. When two people in Japan use AOL accounts to e-mail one another, all of their data is stored in the United States. Thus, if Japanese law enforcement tries to investigate a local crime involving two people who live within the same square mile in Tokyo, the Japanese must seek the assistance of U.S. law enforcement to get at any e-mail on AOL's server. Perhaps inappropriately, the documents are accessible to the account-holders in Japan, but beyond the reach of Japanese law enforcement.
71. If this approach is taken, the most difficult scenario may arise where the searching country takes the view that a transborder search is, under some theory, permissible, and the ond, governments could limit transborder searches to cases where production of the data could otherwise be compelled through legal processes. 72 This approach expedites the gathering of certain critical evidence while allowing data outside the traditional reach of a country to remain so. The third solution involves creating principles permitting law enforcement agents to conduct transborder searches under clearly defined circumstances that are more broad than those above. Support for this approach may rest on a consensus that the need for effective law enforcement outweighs concerns over protecting data stored in a particular country.
Unfortunately, the area of transborder searches is one where agreement on a particular approach may represent only a tiny step toward resolving other seemingly intractable issues such as how jurisdiction over stored data should be perceived and defined. One senior British law enforcement official has offered the following:
Jurisdiction over a database should not now depend only on where it happens to be physically stored. Where the owners of the system have set it up to be accessible from another jurisdiction, it should be regarded as present in that jurisdiction for law enforcement purposes. I recognise this raises difficult constitutional issues for all of us. I hope it will be clear that this [is] not international Governments acting together in an Orwellian idea of 'Big Brother.' Transborder search principles would need to be accompanied by agreed minimum standards and safeguards. But time is limited.
73
Because the potential for transborder searches exists in almost every country, progress cannot be put off simply because of the difficult legal and policy issues that litter the path to a comprehensive solution. Although, as discussed in Section IV, debates on this topic searched country responds that the execution of that search is not only prohibited in its country but constitutes unauthorized access to its computers and therefore is a criminal offense.
72. For example, when a foreign corporation is doing business in one of the fifty United States, it is subject to that state's (as well as U.S.) laws, and under certain circumstances the corporation can be compelled to produce documents stored in another country. See United States v. Bank of Nova Scotia, 691 F.2d 1384 (11th Cir. 1982) (enforcing grand jury subpoena duces tecum in tax and narcotics investigation of U.S. citizen, where subpoena called for production of records in branch office in the Bahamas and compliance would require bank to violate Bahamian bank secrecy rule).
73. Paul Boateng, supra note 5. This philosophy is not unlike that used by the court in United States v. Bank of Nova Scotia, 691 F.2d 1384. See also discussion supra note 72.
are currently taking place in multilateral fora, any outcome is far from certain. 74 3. Encryption. Encryption is a method of scrambling data to protect its confidentiality. Mathematical algorithms are used in conjunction with "keys" (frequently, the key is a password) to hide content, and the intended recipient of an encrypted e-mail message or the user of an encrypted file can only read the message or file if he or she has access to the key. Encryption is important to protect the confidentiality of e-mail traffic, stored data, and commercial transactions. 75 When encryption is used by criminals for communications or data storage, investigations can be severely hampered because encryption can prevent timely access to the content of seized or intercepted data. Debates concerning the regulation of encryption, as well as a possible management infrastructure for decryption keys, are underway within governments, between governments, and between governments and industry. 76 There has been a wealth of material already written on regulation, key management, and related topics, 77 and discussion on those points is beyond the scope of this article.
What is worth noting, however, is that whatever the overall regime and the legislative and regulatory framework, mutual legal assistance arrangements between countries must include some manner of decryption support services and governments must have the legal ability to provide such support. 78 Consider the case where French law 74. Unfortunately, a thorough discussion of transborder search and seizure issues is beyond the scope of this Article; many of these issues are still being framed and debated within and among governments.
75. 78. The United States has dozens of bilateral mutual legal assistance treaties in effect. The more modern treaties have flexibility to accommodate "newer" forms of assistance, such as decryption support. As an example, the U.S./U.K. MLAT art. 1, para. 2(h) provides for enforcement requests data from the United States that is needed for a criminal investigation. Assume this request is contemplated under French/U.S. legal assistance practices. If U.S. authorities retrieve the data and it is encrypted, and the decryption key is stored in the United States, the data will be of little use to the French if we supply it to them as is. Further, the United States will be in the best position to have the data decrypted, either by learning the password from the target of the investigation, or by otherwise obtaining the key.
79 While commitments to provide decryption support do not exist as such today, the need for them will become more dire as the use of powerful encryption becomes more widespread.
4. Computer Forensics. Imagine that you are handling a case involving two business partners, Sam and Harry. Assume a particular e-mail message is important to your proof. Your witness, Sam, testifies that Harry made false statements when applying for a bank loan. On cross-examination, Harry's lawyer tries to suggest that Sam's testimony is a recent fabrication.
To rebut the charge of recent fabrication, you introduce into evidence an e-mail that Sam sent to another colleague, Bob, at the time of Harry's false statements, that is consistent with Sam's testimony at trial. 80 Harry's lawyer calls Bob as a witness and introduces Bob's copy of the e-mail into evidence-but this one is missing the "such other assistance as may be agreed between Central Authorities." However, other treaties lacking such provisions could be construed to prohibit assistance that is not explicitly stated in their texts. In those cases, an amending document may be required in order to make decryption support available. See U.S./U.K. MLAT, supra note 28.
79. For an interesting examination of the legal issues raised by law enforcement's attempts to gain access to plaintext (i.e., unencrypted or decrypted text) and keys, see Phillip Reitinger, Compelled Production of Plaintext and Keys, The Law of Cyberspace, U. CHI. LEGAL. F. 171 (1996) . The author determines the principal legal obstacle to law enforcement access to be the Fifth Amendment privilege against self-incrimination, and he concludes that a grand jury subpoena can direct the production of the plaintext of encrypted documents, although a limited form of immunity may be required; and a grand jury subpoena may direct the production of documents that reveal keys. Whether law enforcement can compel production of keys that are only known, rather than recorded, is an open question. See id. at 173.
80. The document would fall outside the definition of hearsay and therefore be admissible after a sufficient foundation is laid. See FED. R. EVID. 801(d)(1)(B) ("A statement is not hearsay if . . . [t] he declarant testifies at the trial or hearing and is subject to cross-examination concerning the statement, and the statement is . . . consistent with the declarant's testimony and is offered to rebut an express or implied charge against the declarant of recent fabrication or improper influence or motive.").
paragraph which refers to Harry having lied. 81 So there are two copies of the "same" e-mail; one, however, contains text that is not contained in the other. What do you do?
Similar problems concerning authenticity of evidence can arise with digital images. By now we have all probably seen (but possibly not known we did) magazine covers with a celebrity's head seamlessly attached to a younger and more fit body. 82 Today, if a photo is being used as evidence, you have to ask: is it real, or was it created (or altered) by merely rearranging binary digits? Further, when information incidental to a document's content, such as the date it was created or last "saved," is important to your proof, how are you going to assure the judge (and jury) that this information was not inadvertently altered when your witness retrieved it from his computer? Put another way, how is the integrity of an electronic medium maintained when it is brought into the courtroom?
The emerging field which addresses these issues is known as "computer forensics." 83 It encompasses the development and use of scientific protocols and procedures for searching computers, analyzing data, and maintaining the authenticity of data that has been retrieved. 84 From a practical standpoint, there are two tasks that experts in this field perform, although the line between the two often can blur. First, they retrieve electronic evidence. Any lawyer can list and print the document files on a hard drive (e.g., the Word or WordPerfect documents on the "C" drive), but it may take an expert to gather evidence that has been deleted (sometimes with powerful programs or devices), hidden, encrypted, or protected with passwords, software time bombs, or other devices that could destroy the 81. This document, again, is not hearsay, because it is not being offered for the truth of the statement contained therein, but instead to show that Sam's copy of the e-mail has been doc- evidence. The other aspect of this field is maintaining the authenticity of electronic data such that it can be probative in grand jury or courtroom proceedings.
In the United States, generally accepted protocols and procedures have been established so that (1) investigators searching computers have great success retrieving stored data, and (2) proof of authenticity and associated challenges are in keeping with those associated with physical evidence. 85 Outside of the United States, some countries have the same (or possibly greater) capabilities, but a significant number of others find themselves lacking in such proficiency. 86 The remedy to this disparity in abilities lies in international training and sharing of information and forensic tools. Organized efforts are currently underway to effect these changes. 87 With regard to authenticity, internationally recognized standards in computer forensics need to be adopted and implemented so that evidence gathered in one country can be introduced in proceedings in another country as a matter of course.
IV. WHAT IS BEING DONE BY MULTI-LATERAL ORGANIZATIONS?
To date, three multilateral organizations (i.e., groups with multiple-nation membership) are doing the bulk of the international policy work on high-tech and computer-related crime: the Council of Europe (COE), the European Union (EU) and its related institutions, and the G-8. To a lesser degree, some work in this area has been done by the Organization for Economic Cooperation and Development (OECD), and the United Nations.
88
Of the three main groups, the G-8 has been particularly effective in making progress on several fronts. While the EU and COE have large European memberships, the G-8 has broader representation, with members from Europe, Russia, North America, and Japan. 86. See PROCEEDINGS OF THE 12TH INTERPOL FORENSIC SCIENCE SYMPOSIUM, supra note 85, at 8-43 (containing survey responses concerning specific aspects of computer forensics for fifteen countries, such as Australia, China, and Spain).
87. See discussion, infra Section IV. 88. See discussion of these multilateral groups infra Section IV.A-E. Work is being done in some instances on a bilateral (two-country) basis. But the broad international policy in this area is being done in the multilateral fora, and an examination of bilateral efforts underway is beyond the scope of this article.
89. See infra Section IV.C.
Because networked communications traverse every continent, and because leading communications and computer technology is developed in areas besides Europe (such as Asia and North America), regional efforts to solve universal crime problems will inevitably be either slower or less effective than similar efforts by policy-making bodies with a broad geographic base. The heads of state of the G-8 countries meet annually. At their 1998 Summit, they adopted a comprehensive plan to fight high-tech and computer-related crime.
90
While the COE started addressing computer crime at the technical level in 1988, its heads of state have only met twice since 1949 when the COE was created, and have never addressed computer crime.
91
While EU heads of state called for a study of the subject and development of relevant policies, the heads of state from its member countries have not settled on a specific plan of action to combat computer crime. 92 Finally, unlike the COE and EU, the G-8 is neither governed by international convention nor constrained by a convention-created bureaucracy. It can therefore move faster and address new and emerging areas as the will of its leaders dictates.
A. The Council of Europe
The Council of Europe (COE) is an international organization based in Strasbourg, France. It was established by ten Western European countries in the wake of the Second World War, with the signing of its founding treaty, known as the Statute of the Council of Europe, in 1949. 94 Today, it has a pan-European membership of forty countries, which include the Baltic states, Russia and Turkey. 95 It defines its main role as strengthening democracy, human rights, and the rule of law throughout its member states.
96
In the area of criminal law, twenty conventions and over eighty recommendations have been adopted, as well as a number of reports on crime issues. In 1989, the Committee of Ministers 98 adopted a recommendation and report on computer-related crime, Recommendation No. R. (89) 9. 99 The recommendation called on member states to consider computer crimes when either reviewing or proposing domestic legislation, and the report contained guidelines in this area for legislators. 100 In 1995, the Committee adopted Recommendation No. R. (95) 13, which provided procedures for implementing Recommendation (89) 9, and contained principles "concerning problems of criminal procedure law connected with information technology" on such topics as search and seizure, technical surveillance, electronic evidence, encryption, and international cooperation. 101 In February 1997, a Committee of Experts on Crime in Cyberspace (PC-CY) was formed to examine computer crime and related problems in criminal procedure law. 102 Its work is aimed at drafting a binding legal instrument (i.e., a "Cybercrime Convention") which defines cybercrime offenses, and addresses such topics as jurisdiction, international cooperation, search and seizure, data protection, and liability of ISPs. 103 The PC-CY first met in April 1997, and has had several additional meetings. 104 The PC-CY expects to have a draft Convention completed by December 31, 2000, at which time the draft will be forwarded to the Steering Committee on European Crime Problems (CDPC) (a committee of senior career bureaucrats). If the CDPC approves the draft, it will be forwarded to the Committee of Ministers for their approval. After approval by the Committee of Ministers, the Convention will be open for signature by COE members and non-member states which participated in its drafting.
B. The European Union
The European Union (EU) has its roots in three organizations formed in the 1950s by Belgium, West Germany, France, Italy, Luxembourg, and the Netherlands: the European Coal and Steel Community (ECSC); the European Atomic Energy Community (Euratom); and the European Economic Community (EEC).
106
These three communities are still at the heart of the EU, and the treaties which founded them have since been revised and extended. 107 The Treaty on European Union, generally called the Maastricht Treaty, gives a single legal framework to the three European Communities.
108
The EU now has fifteen member states, and its own flag, anthem and currency (the Euro).
109 The EU's objective is to "promote economic and social progress which is balanced and sustainable, assert the European identity on the international scene, and introduce a European citizenship for the nationals of the Member States."
110
In the area of high-tech crime, the EU has issued several texts. In 1995, it promulgated a directive which established certain rights and protections for citizens concerning electronically processed data.
111 For example, the directive establishes the right of a citizen to know what electronic data a corporation maintains on that person, and provides protection against personal data being transferred to a non-EU country if that country has inadequate privacy protections.
112
Member states are required to establish mechanisms to enforce these rights. 113 In 1997, the EU issued a directive designed to ensure privacy relating to telecommunications data. 114 That directive requires telecommunications carriers to delete traffic data at the end of each transmission (with exceptions for billing purposes and for law enforcement and national security needs). 115 In light of these Directives, it is imperative that government policy decisions concerning electronic commerce and privacy be made in concert with decisions concerning public safety.
In 1997, the European Council 116 endorsed an action plan to combat organized crime, and assembled a Multidisciplinary Group on Organized Crime (MDG) to implement the action plan.
117
Recommendation Five of the action plan calls for a study on high-tech crime, and development of a policy addressing public safety which provides law enforcement and judicial authorities with the means to prevent and combat the misuse of new technologies. 118 Since its inception, the MDG has adopted the study of Dr. Ulrich Sieber on legal aspects of computer related crime, 119 121 President Giscard and Chancellor Schmidt of Germany wanted to establish an informal forum for world leaders to discuss world economic issues.
122
Italy and Canada joined this original "Group of Five" in 1976-77 and the configuration became known as the Group of Seven, or "G-7."
123 G-7 meetings followed a limited agenda of economic issues, and were intended to provide an informal consultation forum. 124 In the 1980s, these annual meetings became more formalized, with an agreed statement, or communique, issued by the leaders at the conclusion of each summit. 125 Leaders such as President Reagan, French President Mitterand, German Chancellor Kohl, and British Prime Minister Thatcher brought increasingly broader agendas to the table.
126 At the end of the cold war, as democratic and economic reform got underway in Russia, Russian leaders were gradually integrated into the G-7. 127 In 1998, the group's name was formally changed to the "G-8," and the first full G-8 Summit was held in Birmingham in June of that year. 128 In its current configuration, the G-8's membership includes the majority of the world's most powerful democracies-countries that are global leaders economically, technologically, legally, and politically. This small but powerful membership gives the G-8 certain ad-vantages over more bureaucratic or cumbersome multilateral organizations. 129 2. Focus on High-tech Crime. After the 1995 Summit in Halifax, Nova Scotia, a group of experts was brought together to look for better ways to fight international crime. In 1996 this group (which became known as the "Lyon Group") produced forty recommendations to combat international crime 130 that were endorsed by the G-8 heads of state at the Lyon Summit in June 1996. Recommendation Sixteen, in part, called for countries to "review their laws in order to ensure that abuses of modern technology that are deserving of criminal sanctions are criminalized and that problems with respect to jurisdiction, enforcement powers, investigation, training, crime prevention and international cooperation in respect of such abuses are effectively addressed."
131
To implement Recommendation Sixteen and otherwise enhance the abilities of law enforcement in combating high-tech and computer-related crime, a subgroup of the Lyon Group was formed in January 1997 ("G-8 Subgroup on High-tech Crime"), and it held its first five meetings during that year.
132
In December 1997, Attorney General Reno hosted the first-ever meeting of her counterparts from the G-8 countries, and the meeting centered on computer crime. 133 At the conclusion of the meeting, the Ministers 134 adopted ten Principles and a ten-point Action Plan to combat high-tech crime, and issued a Communiqué.
135
At the 1998 G-8 Summit in Birmingham, 129 . "Our small number allows us to act quickly, and our unique membership offers an opportunity to lead the world community that is rarely found in our history. And we are often on the cutting edge for example in responding to international terrorism, to international money laundering, to precursor chemicals." Reno, Chantilly Keynote Address, supra note 1. England, the Heads of State endorsed and agreed to implement their Ministers' Principles and Action Plan. 136 Essentially an international template for fighting high-tech crime, the Principles and Action Plan have been adopted by President Clinton, British Prime Minister Tony Blair, French President Jacques Chirac, Russian President Boris Yeltsin, and the other G-8 leaders. This is quite significant. It is the first time a group of powerful world leaders have jointly adopted a detailed plan for fighting computer crime. 137 Additionally, instead of referring the plan back to member countries for individual action, a subgroup of G-8 experts meets regularly to work cooperatively toward implementation of the Action Plan.
3. High-tech Crime Subgroup. As of May 1999, the G-8 Subgroup on High-tech Crime had met fourteen times. 138 Its focus has been on enhancing the abilities of law enforcement to investigate and prosecute high-tech and computer-related crime. The Subgroup's progress and accomplishments include the following: a. High-tech Points of Contact. In March 1998, a network of high-tech points of contact for law enforcement in each of the G-8 countries was established. 139 These contacts are available twenty-four hours a day to respond to urgent requests for assistance in international high-tech crime investigations or cases involving electronic evidence.
140
Recruitment and education efforts are currently underway to expand this network to include many more Internet-connected countries. The hope is that in the near future, international investigations in this area will not be delayed because of the inability to locate the proper computer crime expert or because of differences in time zones. 141 b. International Training Conference. In November 1998, the Subgroup hosted an international computer crime training conference for G-8 law enforcement officials.
142
The conference, which focused on technical and operational issues, allowed cybercrime experts to share knowledge regarding the latest trends and techniques of high-tech criminals, the technical problems encountered in high-tech investigations, and law enforcement solutions. This was the first such conference, and the participants expressed unanimous support for similar future conferences. 143 c. Review of Legal Systems. The Subgroup is in the process of comparing each country's legal system as it relates to high-tech crime.
144
The project covers substantive and procedural laws, data protection and privacy, search and seizure law, extradition, electronic surveillance (wiretapping), and abilities to secure traffic data (connection information) and subscriber information. 145 This is an important step for the G-8 to take to ensure that the member countries' legal systems appropriately criminalize computer crimes and promote their investigation.
d. Locating and Identifying Computer Criminals ("Preservation of Traffic Data"). Substantial energy has been devoted to this critical topic, which includes access to historical traffic data and future ("real-time") traffic data. As a first step in this area, principles for transborder access to stored computer data have been adopted. 147 Among other things, the principles include "fast freeze" recommendations on preserving data in anticipation of a formal request for mutual legal assistance, as well as on expedited processing of formal legal assistance requests. The principles also obligate states to ensure that their national laws and procedures permit them to secure rapid preservation of stored data in a The OECD is an organization of twenty-nine countries that provides member-governments with a forum to develop economic and social policy. 155 It was formed by convention in 1961 by twenty countries in North America and Western Europe, and since then its membership has been joined by Japan, Australia, New Zealand, Finland, Mexico, the Czech Republic, Hungary, Poland and Korea. 156 Membership is limited to countries which are committed to a market economy and pluralistic democracy. 157 Most work is done in one of the OECD's 200 committees, working groups, and expert groups, and over 40,000 government officials participate in OECD meetings each year. The OECD has a permanent secretariat in Paris, and the United States (like other nations) has an ambassador posted to the OECD.
158
The OECD has developed and issued a number of documents related to computers and cyberspace. "Guidelines on the Protection of Privacy and Transborder Flows of Personal Data" were adopted in 1980. 159 ate an international framework for security of information systems. 162 In 1997, the OECD issued Cryptography Policy Guidelines and the Report on Background and Issues of Cryptography Policy. 163 
E. The United Nations
The United Nations is planning to increase awareness of computer crime issues by sponsoring a workshop on "Crimes Related to the Computer Network" at the Tenth United Congress on Crime Prevention and the Treatment of Offenders, scheduled to be held in Vienna in April 2000. 164 At the request of the Centre for International Crime Prevention in Vienna, the United Nations Asia Far Eastern Institute (UNAFEI) has assumed responsibility for coordinating the workshop.
In October 1998, UNAFEI hosted an experts meeting in Fuchu, Tokyo to begin preparations for this workshop. The group of experts, including representatives from Australia, Canada, India, the Netherlands, Japan, Korea, South Africa and the United States, are planning a workshop program that will demonstrate the legal and technical difficulties of tracking criminal activities over computer networks as well as the problems associated with searching and seizing evidence stored on computer networks. In addition, negotiations are currently underway on a UN Convention on transnational organized crime. It is likely that certain aspects of cybercrime will be addressed by the Convention. States depends on the stable, consistent operation of such critical infrastructures as banking, telecommunications, and emergency services-all of which have become increasingly automated-the stakes facing the public are quite high indeed.
Although law enforcement officials are loath to admit that any criminal has the upper hand, candid professionals acknowledge that they face an uphill battle in this arena. As technologies evolve, laws need updating so that international legal assistance can be provided, and criminals can be extradited and brought to justice. Countries must dedicate more experts to high-tech crime-fighting, and then provide them with the sophisticated and expensive equipment required for their tasks. The ability to locate and identify criminals must be improved dramatically, although it sometimes seems beyond the limits of existing technologies. And various issues posed by the need to gather electronic evidence of a crime from several countries-often in real-time-must be resolved. As a result, the ultimate outcome of this struggle to maintain public safety in our increasingly automated way of life is far from certain.
Many important steps have been taken in this regard by individual governments, and ambitious efforts are also underway in the international community. But so much more needs to be done. At every level, there must be a heightened appreciation of the threat posed by international high-tech and computer-related crime. Senior government officials have to provide leadership, be receptive to new ways of thinking, and come to understand that many of the old paradigms for crime-fighting no longer suffice.
Finally, these challenges cannot be met unless a true partnership between governments and the private sector comes into being. Policy-makers and law enforcement officials must recognize that law enforcement needs may place burdens on industry, which they should take reasonable steps to minimize. At the same time, industry ought to consider the safety of the public when responding to the needs of the market.
As we begin a new millennium, governments must work together to stay ahead of this next generation of criminal activity. They cannot allow cyberspace to become the new Wild West-a frontier bereft of the rule of law, where criminals prey on citizens with impunity. We must not permit the many benefits of the information age-such as electronic commerce and enhanced communications-to be seriously diminished by their vulnerability to illegal activity.
